MPUNOXEHUE Ne 4

K Mpukasy JenapTameHTa 06pa3oBaHus
or_ 15 2018 Ne

NH®OPMALIMIOHHAA MAMSATKA
A1 OBYYAROLLIMXCSA ANA PASMELLEHUS
HA OPULIMANBHBIX UHTEPHET-PECYPCAX

C KaXblM rogom MOOAEXMN B UHTEPHETe CTaHOBMTbCA 6O0/bLUE, a LUKO/b-
HUKN OfHW U3 CaMbIX aKTUBHbIX NO/b30BaTeNein PyHeTa. Mexay Tem, MOMUMO
OrPOMHOr0 KO/IMYeCTBa BO3MOXXHOCTEN, MHTEPHET HECET M NPo6/eMbl. dTa NamaT-
Ka Ao/MKHa NOMOoYb Tebe 6e30nacHO HaxXOAUTLCS B CETM.

KomnbloTepHbIE BUPYChI

KOMMbIOTEPHBIA BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMm,
OT/INYNTENBHON OCOBEHHOCTBIO KOTOPOiA ABNAETCA CMOCOOHOCTb K PA3MHOXEHMUIO.
B QOnonHeHWe K 3TOMY, BMPYCbl MOTYT NOBPEAWTbL WM MOSTHOCTBIO YHUUTOXUTb
BCe (haiinbl M AaHHble, NOAKOHTPO/IbHbIE MOMb30BaTENO, OT UMEHWN KOTOPOro Gblna
3anyllieHa 3apakeHHas Mporpamma, a Takke MOBPeAuTb WUAW JaXe YHUYTOXMWTb
onepauUyoHHY0 CUCTEMY CO BCEMM (baitiamm B LiENOM. B GONbLUMHCTBE ClyYaeB
pacrnpoCTPaHATCS BUPYCbl Yepe3 NHTEPHET.

MeTogbl 3aWmThbl OT BPeLOHOCHbLIX NPOrpammM:

1. Vicnonb3yin coBpeMeHHble OnepauyoHHbIE CUCTEMbI, UMEIOLME Cepbes-
HbI YPOBEHb 3aLMTbl OT BPELOHOCHbLIX NPOrpamm;

2. TOCTOAHHO yCTaHaBnMBail naytu (LUgpoBble 3aniaTkv, KOTOpble aBTo-
MaTMYeCKN YCTaHaBMMBAKOTCA C Liefibio 40paboTKM nporpaMMbl) U apyrme o6HOB-
NEHNs CBOE onepaumoHHOW cucTeMbl. CKaumBail MX TOMbKO C OMUMaTIbHOIO
caiiTa paspabotunka OC. Ecnu CyLlecTBYeT peXXuMMm aBTOMaTU4YeCKOro o6HOB/e-
HUS, BKKOYM €ro;

3. PaboTali Ha CBOEM KOMIMbIOTepe Moj npaBamu Monb30oBaTeNs, a He agMu-
HMUCTpaTopa. 3TO He MO3BOAMT 60MbLUMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTanun-

POBATLCS Ha TBOEM MEPCOHA/IbHOM KOMMbIOTEPE;
4. Vicnonb3yil aHTUBMPYCHbIE MPOrpaMMHble NMPOAYKTbI M3BECTHbIX MPOU3-

BOAWTESEN, C aBTOMATMUYECKNUM OOHOB/IEHMEM 0a3;

5. OrpaHnyb PU3NYECKNIA 4OCTYN K KOMMNbIOTEPY A1 MOCTOPOHHUX NINL;

6. VIcnonb3yin BHELLHWE HOCUTENM MHOPMaUMK, Takme Kak (iellka, AWCK
Unn (hainn n3 MHTepPHeTa, TOMIbKO M3 MPOBEPEHHbIX UCTOYHMKOB;

7. E[e oTKpbIBaii KOMMbIOTEPHbIE (Daisibl, MOMYYEHHbIE N3 HEHAAEXHbIX UC-
TOYHMKOB. [laxe Te (pai/bl, KOTOpble NPUCnan TBON 3HaKOMbI. JTyylle YTOUYHU Y
Hero, OTNPas/A/ /i OH Tebe uX.

Cetn WI-FI

Wi-Fi - 310 He BMA Nepefayn AaHHbIX, He TEXHOMIOTUS, a BCero NNWb GPeHA,
Mapka. Ewe B 1991 rofy HupepnaHAcKas KOMMaHWA 3aperucrpuposana OpeHs
«WECA», uto 0603Ha4ano cnosocoyetaHne «Wireless Fidelity», koTopblin nepe-
BOAUTCA KaK «BecnpoBofHas TOYHOCTb».

[l0 Halwero BpemeHu gowina gpyras abopesvartypa, KoTopas SBSAeTCS Takon



Xe TexHonorueil. 310 abopesmatypa «Wi-Fi». Takoe Ha3BaHWe ObIN0 AaHO ¢
HaMeKOM Ha CTaHAapT BbICLUE 3BYKOBOI TeXHUKM Hi-Fi, 4TO B nepeBofe 03Haua-
eT «BbICOKAasA TOYHOCTb.

[a, 6ecnnaTHbIi NHTEPHET-AOCTYN B Kade, OTeNAX U asponopTax ABMAeTCS
OT/INYHON BO3MOXHOCTbIO BbIXOAa B WMHTEPHeT. HO MHOrme 3KCnepTbl CUMTAlOT,
yTo ob6wenocTynHble Wi-Fi CeTn He ABNAOTCSA 6e30MacHbIMM,

CoBeTbl N0 6e30nacHOCTM paboTbl B 06Lef0CTYNHbIX ceTax Wi-fi:

1. He nepepgaBsaii CBOKO NIMUHYHO MH(hOpMaLMIO Yepe3 obefocTynHble Wi-Fi
ceTn. PaboTtas B HWX, XKenaTesibHO He BBOAWTL Maposv LOCTYNa, IOTUHbI N KaKue-
TO HOMEpA;

2. Vicnonb3yin 1 06HOBNAN aHTUBMPYCHbIE MPOrpamMmmbl U GpaHaMayep. Tem
caMbIM Tbl 06e30nacuLb cebs OT 3aKayuKu BUpYCa Ha TBOE YCTPOMCTBO;

3. Mpu ncnonb3oBaHun Wi-Fi oTKm0uM yHKUMO «OO6LWMIA goctyn K aw-
naMm v npuHtepam». [daHHas (QyHKUMA 3aKpbiTa N0 YMOMYaHWMIO, OHAKO HEKOTO-
pble MO/Mb30BaTeNIM aKTUBUPYIOT ee A4/ yA06CTBa UCMOMb30BaHUS B paboTe wm
yueoe;

4. He wucnonb3yit nybnmuHbii WI-FI gna nepefaynm NMYHbIX [aHHbIX,
Hanpumep 415 BbIX0a B COLMA/IbHbIE CETW U/ B 3/IEKTPOHHYO NOYTY;

5. Mcnonb3yil TONMbKO 3aliuLleHHoe coeanHeHme vepe3 HTTPS, a He HTTP,
T.e. Npun Habope Beb6-aapeca BBOAW MMEHHO «https://»;

6. B MO6GUILHOM TeneoHe OTKNUM PYyHKUMIO «IToakntoyeHne K Wi-Fi aB-
TOMaTU4YecKu». He ponyckar aBTOMaTMYeCcKOro MnoAK/IKYeHNs YCTPOMCTBa K Cce-
Tam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumasibHble CeTV aKTMBHO BXOAAT B HALLY XKM3Hb, MHOTMe filoan paboTaroT
W XXUBYT TaM MOCTOSHHO, a B Facebook yxe 3apernctpuposaH MUnInapg, YesoBex,
4TO ABNISETCA OJHON CefbMOI BCEX XKWUTeNeN nnaHeTbl. MHOMMe Nonb30oBaTeNn He
MOHMMAIOT, YTO MH(OPMaUMs, pasMeLLeHHas UMK B COLMASIbHbIX CETAX, MOXeT
ObITb HaligeHa U UCMo/b30BaHa KeM YrogHo, B TOM Yucie He 0bs3aTenbHO ¢ bna-
TMMU HaMepeHUAMM.

OCHOBHbIe COBETbI M0 6€30MacHOCTUN B COLMAsIbHbIX CETHX:

1. OrpaHnyb CNUCOK Apy3eld. Y Tebs B APY3bAX He LO/HKHO ObITb Cy4an-
HbIX Y HE3HAKOMbIX NOLEN;

2. 3awmiLain cBor YacTHYH XM3Hb. He yKasbiBal naponu, TenedoHbl, agpe-
ca, faTy TBOEro POXAEHUA U APYTYH NNYHYK WHHOPMaUMIO. 3N10YMbILLIEHHNKN
MOrYT UCMO/Ib30BaTh JaXe UH(OPMaLMo 0 TOM, KaK Tbl U TBOW POAMTENN MNaHu-
pyeTe NPOBECTN KaHUKY/IbI;

3. 3awmuiar cBOK penyTauuio - [epXun ee B YMCTOTe M 3afaBail cebe BO-
Mpoc: XoTen 6bl Tbl, YTOObI APYyrne NONb30BaTENM BUAENN, YTO Thbl 3arpyxaeLlb?
Mogymait, npexxae 4eM YTo-TO Ony6/IMKoBaTh, HanMcaTb U 3arpys3uTb;

4. ECnv Tbl TOBOPULLL C NOABMM, KOTOPbLIX HE 3Haellb, He MUCMO/b3yi CBOE
peasibHoe UMSA U APYTYHO IMYHYK UH(OPMaUMK: UMSA, MECTO >KUTeNbCTBA, MECTO
yuebbl 1 Mpouee;

5. N36eraii pasmelleHna otorpadmin B VIHTEpHETe, rae Tbl U300paXkeH Ha
MECTHOCTM, N0 KOTOPOM MOXXHO OMpPefe/iuTb TBOe MeCTOMO/OXEHME;



6. MNpwn pernctpaymmn B coymasbHOM CeTU HEOOXOAMMO MCMOMb30BaTb C/OX-
Hble Napo/N, COCTOALLME M3 BYKB M LUMU(DP U C KOSIMYECTBOM 3HAKOB He MeHee §;

7. Onsa coumanbHO ceTn, MoYThbl U APYrux caiToB HeoOXOAMMO MCMO/b30-
BaTb pasHble naponu. Torga ecnn Tebs B3NOMAOT, TO 3/10YMbILL/IEHHUKIX NOyYaT
[0CTYN TOMIbKO K OAHOMY MeCTY, a He BO BCe Cpasy.

ONEeKTPOHHbIE AeHLIU

ANEKTPOHHbIE AEHLIN - 3TO 0YeHb YA0OHbLIA CNOCO6 nnaTexen, OAHaKO Cy-
LLLEeCTBYHOT MOLLEHHWNKN, KOTOPbIe XOTAT MOMYUYUTb 3TN LEHLI.

ANEKTPOHHbIE AeHbIN NOSBUINCL COBCEM HeAaBHO M MMEHHO M13-3a 3TOr0 BO
MHOTMX FOCyfapcTBax 40 CMX MOP He MPOMMCaHo MPo HUX B 3aKOHaX.

B Poccum e OHW (DYHKUMOHMPYIOT 1 0 HUX Y>Ke MPOMUcaHo B 3aKOHE, rae
MX pasfenstoT Ha HECKOSbKO BWAOB - aHOHMMHbIE U HE aHOHWMHble. PasHuLa B
TOM, YTO aHOHVMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NpoBOAUTL onepauun 6es
NOEHTU(DMKALMN M0/1b30BaTeNs, @ B HEAHOHUMHbBIX UAEHTU(MKALMSA NOSb30BaTeNs
ABNAETCS 0053aTeNIbHOIA.

Takxe cnefyet pasnyaTb 3/MIEKTPOHHbIE (raTHble AeHbrn (paBHbI rocygap-
CTBEHHbIM Ba/ltOTaM) U 3/IEKTPOHHbIE He(maTHble AeHbrn (He paBHbI rocyaap-
CTBEHHbLIM Ba/llOTaMm).

OCHOBHbIe COBETbI M0 6e30MacHo paboTe ¢ 3NEKTPOHHBLIMU AeHbramu:

1. MpmBAXN K cHeTy MOOWU/IbHBLIN Tened)oH. ATO camblil YA0OHbIA U BbICT-
PbI CMNOCcO6 BOCCTAHOBUTL AOCTYN K cyeTy. MNpuBA3aHHbIA TenedoH MOMOXET, ec-
N 3abyaellb CBOM MNaTeXHbln Maponib WKW 3aifellb Ha CalT ¢ He3HaKOMOro
YCTPOWCTBA,;

2. Vicnonb3yii ofHOpa3oBble naponn. ocne nepexoja Ha YCUIEHHYHO aBTo-
pu3aumio Tebe yxe He ByaeT yrpoXatb OMacHOCTb KPaXky UIn nepexsara naarex-
HOro napons;

3. Bbibepn CnoxkHblii naponb. pecTynHukam OyfeT He MPOCTO yrajatb
C/TIOXHBbIA Naponb. HageXXHble naponu - 3T0 Naposiv, KOTOpble COAepXKaT He MeHee
8 3HaKOB M BK/IHOYAKOT B CebOS CTPOUHbIE U NPOMUCHbIE OYKBbI, LADPbI N HECKOSIb-
KO CMMBOJ/IOB, Takue KaK 3HaK [onsapa, PyHTa, BOCKAMLATENIbHbIA 3HAK W T.M.
Hanpumep, $tROng!;;

4. He BBOAWM CBOW NINYHbIE AaHHble Ha calTax, KOTOPbIM He J0BepseLlb.

DNEeKTPOHHaA noyra

ANEKTPOHHaA noyTa - 370 TEXHOMOMMA U NPeAoCcTaB/seMble €t YCayru no
MepecbINIKe U NONYYEHUIO 3IEKTPOHHbIX COOOLLEHWIA, KOTOpble pacrpefenstoTcs B
KOMMNbIOTEPHOW CeT. OObIMHO 3MEKTPOHHbIA NOYTOBbIA AWK BbIFIAANT Credy-
oMM 06pasom: UMA_MNoNb30BaTeNA@UMA_0MeHa. Takxe KpoMe repejayun npo-
CTOr0 TeKCTa, MMEeeTCA BO3MOXHOCTb NepesasaTb (haisbl.

OCHOBHble COBETbI N0 6e30MacHo paboTe ¢ 31eKTPOHHOW MOYTOIA:

1. Hapgo BblGpaTb MpaBW/IbHLIA MOYTOBbIA CepBUC. B WMHTEpHeTe ecTb
OrPOMHbIN BbIGOP GecniaTHbIX MOYTOBbLIX CEPBUCOB, O4HAKO yYLLe JOBEPATh TEM,
KOro 3HaeLlb 1 KTO MepBblii B PEUTUHTE;

2. He yKasbiBail B /IMYHOIN NOYTE NNYHYHO MHOpMauMo. Hanpumep, nydiue
BbIOpPaTh «MYy3bIKa/lbHbIA (haHaT@» MM «pok2013» BMECTO «TeMal3»;

3. Mcnonb3yi [BYX3aTarHyk asTopu3auymio. IT0 Korga NnoMUMO Maposis



HY>XHO BBOAWTb KOZ, NpUCblIaemblin o SMS;

4. Bblbepy CNOXHbI Naposb. 1S KaxX4oro noYToBOro AMKa Ao/HKeH ObITb
CBOW HafeXHbli, YCTONYMBLINA K B3/IOMY Mapo/ib;

5. Ecnm eCcTb BO3MOXXHOCTb HamucaTb CaMOMY CBOW JIMYHbIA BOMPOC, WC-
M0/b3y 3Ty BO3MOXHOCTb;

6. Micnonb3y HECKOMbKO MOYTOBbLIX ALWMKOB. epBblil Ad 4acTHOW nepe-
MUCKWN C agpecatamm, KOTOPbIM Tbl JOBepseLlb. ITO 3/1eKTPOHHbIA afpec He Hafo
MCNOMb30BaThb MPY perucTpaumm Ha opymMax u camrax;

7. He oTKpbiBai (haitibl U Apyrue BNOXEHWS B MUCbMax, AaXe eciv OHM
MNPULWIN OT TBOMX ApYy3eil. Jlydlle YTOYHW Y HWUX, OTMPaBASANA /I OHW Tebe 3Tu
(havinbl;

8. locne okKoHYaHMsi paboTbl Ha MOYTOBOM CepBUCE Nepes 3aKpbITUEM
BK/1ZIKV C CaiTOM He 3abyab HaXKaTb Ha «BbIATU».

KnbepOynnuvHr nnmn BupTyasbHOE U34eBaTe/IbCTBO

KnbepbynnuHr - npecnefosaHve CO0OLLEHNAMN, coaepyKallmmMm ockopbe-
HWA, arpeccuto, 3anyrvBaHue; XynuMraHcTeo; couuasibHoe G0MKOTMPOBaHWE C Mo-
MOLLbHO Pa3/IMYHbIX UHTEPHET-CEePBUCOB.

OCHOBHbIe COBETbI M0 6opbbe ¢ KNOepOYNIMHTOM:

1. He 6pocaiica B 60i. JTydlumia cnocob: nocoBeToBaTLCA KaK Cebs BECTU U,
eC/I HEeT TOro, K KOMY MOXHO 00paTuTbCs, TO BHayase YCNOKOUTLCA. Ecnm Tbl
HayHelWb OTBeYaTb OCKOPO/IEHMSAMW HA OCKOPO6/IeHWS, TO TONbKO elle 60/bLue
Pa3OXOKELLb KOH/INKT,;

2. Ynpasnsau cBoel KnbeppenyTtaumen;

3. AHOHMMHOCTb B CeTU MHMMas. CyLIeCcTBYIOT CMoco6bl BbISCHUTb, KTO
CTOWUT 38 aHOHMMHbIM aKKayHTOM;

4. He cTOMT BECTM XYNUFaHCKWUIA 06pa3 BUPTYa/IbHOW XW3HW. WHTepHeT
(hmKCUpyeT BCe TBOM AEWCTBUA U COXPaHAET UX. Y[aiuTb UX OyaeT KpaviHe 3a-
TPYLHUTENBHO;

5. Cobntoaain CBOK BMPTYasibHYH YECTb CMOJIOAY;

6. VIrHopupyi efnMHNYHbIA HeraTme. OfHOPa30Bble OCKOP6UTENbHbIE CO06-
LLeHMA nydille urHopuposatb. OObIMHO arpeccus MpekpallaeTca Ha HadabHOW
cTagmu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOOLLEHUAMU, B
COUManbHbIX CETAX eCTb BO3MOXHOCTb 0/I0KMPOBKM OTMPaBKM COOOLLEHWIA ¢ onpe-
[eNEeHHbIX afpecos;

8. Ecnn Tbl cBugeTens KnbepbynnnHra. TBOW LeCTBUA: BbICTYMUTb NPOTUB
npecnefosartens, Nokasatb emMy, YTO ero AenCTBUA OLEHMBAKOTCA HeratuBHO, Mog-
[EPXaTb YKepTBY, KOTOPOW Hy>XHa MCMX00rnyeckas noMoLlp, Coo6WmUTL B3pOC-
NbIM 0 (haKTe arpecCMBHOIO MOBeAEHNS B CETH.

Mo6WNbHbIN TenetoH

CoBpeMeHHble CMapT(OHbI U NMaHLWETLI cofepxaT B cebe BMosHe B3POC/IbIN
(hYHKLMOHA/, M Ternepb OHWM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHLIMU KOMMbHO-
Tepamun. OfHaKo, CPeACTB 3alMTbl 419 NOAO6HbLIX YCTPOMCTB MOKA OYeHb Mano.
TecTmpoBaHMe 1 MOUCK YA3BUMOCTEN B HUX MPOUCXOAMT HEe TaK MHTEHCMBHO, Kak
s EIK, 70 »ke camoe KacaeTcs M MOBU/bHBLIX MPUNOXKEHWIA.



CoBpeMeHHble MO6GU/IbHbIE Bpay3epbl YXKe MPaKTUYeCKU AO0rHanM HacTo/lb-
Hble aHaNory, OfHaKO paclMpeHne (MYHKUMOHana BnevyeT 3a Co6oM 6O0/MbLUYHO
C/TOXXHOCTb ¥ MEHbLUYHO 3aLMLLEHHOCTb.

[aneko He BCe MPOM3BOAMTENN BbIMYCKAKOT OGHOB/IEHUA, 3aKpblBatoLLMe
KPUTUYECKME YSI3BUMOCTU AN CBOMX YCTPOMCTB.

OCHOBHbIe COBETbI A/ 6e30MacHOCTY MOBUIBHOMO TeneoHa:

Huuero He fBNseTCA Mo-HacTosieMy 6ecnnatHbIM. Byab OCTOPOXEH, Befb
Korga Tebe npegnaratoT GeCnNaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKue-
TO NAaTHble YCNyru;

[ymaii, npexzge yem otnpasuTe SMS, OTO uan B1AEO. Tbl TOYHO 3HaELLb,
rae oHu 6yayT B KOHEYHOM utore?

HeobxoanMo 06HOBNATL ONepaLvoHHYHO CUCTEMY TBOETO CMapT(OHa;

cnonb3yin aHTMBMPYCHbIE NPOrpammbl 415 MOBU/bHBLIX TeNethoHOB;

He 3arpy»ail NpuioXXeHUs OT HEeM3BECTHOIN0 WCTOYHWMKA, Befb OHW MOTyT
CoAepXxaTb BPeJOHOCHOe NporpaMMHoe obecrneyeHme;

Mocne TOro Kak Tbl BbIAELWb C caliTa, rae BBOAWA NNYHYIO MH(OpMaLMLO,
3ain B HaCTPOVKK Gpay3epa 1 yaanm cookies;

Meproanyeckn NpoBepsid, Kakue nnaTHble YCIYr akTUBMPOBaHbI Ha TBOEM
HOMepe;

[asaii cBO/ HOMep MOOWMBHOTO TesiethoHa TOMBbKO /OAAM, KOTOPbLIX Tbl
3Haellb 1 KOMY [0BepsieLLb;

Bluetooth go/mkeH 6bITb BbIK/MOYEH, KOrga Tbl UM He NoMb3yelbes. He 3a-
OblBaii MHOrAA NPOBEPATH 3TO.

Online urpsl

CoBpeMeHHble OHMalH-UIpbl - 3TO KPacouHble, 3aXBaTblBalOLLME pa3Beve-
HUA, 00bEAMHAOLME COTHU ThICAY YesioBeK No BceMy Mupy. VIrpoku mccnegyrot
AaHHbIA UM MUp, O6LLAIOTCA APYr C APYrOM, BbIMOMHAKT 3a4aHus, CpaXatoTcs ¢
MOHCTpPaMu 1 MoayyatoT OnbIT. 3a YAOBOMLCTBME OHW MMATAT: MOKYMNaKT AMUCK,
onnaynBatoT abOHEMEHT UM MPUOBPETAOT KaKMe-TO OMNuuK.

Bce aTu cpefcTBa MAYT Ha NOALEPXaHME U pa3BUTME UPbl, @ TaKXKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLMK, BbIMYCKAKOTCA HOBblE
natum (LMpPoBbIe 3amn1aTku 418 NPorpamm), 3aKpbIBaKTCA YA3BUMOCTU CEPBEPOB.

B nopo6HbIX urpax CTOMT onacatbCa He CTO/IbKO CBOWX COMEPHUKOB,
CKOMbKO KpaXu TBOEro naposs, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopu3auum
60/bLUNHCTBA UTp.

OCHOBHbIe COBETbI M0 6e30MacHOCTV TBOErO UIPOBOro akKayHTa:

1. Ecnn gpyroi urpok BefdeT cebs naoxo uam co3gaet Tebe HenpusATHOCTY,
3a6/10KMPY ero B CrMCKe UIPOKOB;

2. Tloanyics agMUHMACTpaTopam Urpbl Ha NJ0X0e MoBefeHMe 3TOro Urpo-
Ka, KenaTesibHO NPUIOXNTb Kakne-TO [0Ka3aTe/IbCTBa B BUAE CKPVHOB;

3. He yKasbiBail IMYHYO MH(OPMALMIO B MPOaiisie urpbl;

4. YBaxkail Apyrux y4aCTHUKOB M0 UTpe;

5. He ycTtaHaBnvBail HeouLmabHble NaTyn v MOAbI;

6. Icnonb3yil CNOXHbIE W pa3Hble Naponw;

7. [laxe BO Bpems Urpbl He CTOWUT OTKOYaTb aHTMBMPYC. [oKa Tbl Urpa-



ellb, TBOM KOMMbKOTEP MOTYT 3apasnTh.

PULWIMHT MM Kpaxka NINYHBIX JaHHbIX

OO6bIYHOM KpaXkei feHer n JOKYMEHTOB CErofHs Y>Xe HWKOro He yAMBULLb,
HO C Pa3BUTUEM MHTEPHET-TEXHOJIOTUIA 3/10YMbILLIEHHWUKM NePemMecTUINChL B UH-
TEPHET, 1 NPOLO/MKAKOT 3aHUMATLCA «/IH0OUMBIM» [e/IOM.

Tak nosBuiacb HoBas Yrposa: MHTEPHET-MOLUEHHMYeCTBA WU (DULLIKHT,
rnaBHas Lie/lb KOTOPOro COCTOUT B MOSTyYeHUN KOH(IMAEHUMANIbHBIX AaHHbIX MOJIb-
30Batefiel - NOrMHOB W naponer. Ha aHrnuiickom s3bike phishing unTaeTca Kak
(oumHr (ot fishing - pbi6Has nosns, password - Naposb).

OCHOBHbIe COBETbI M0 60pbbE C PULLNHIOM:

1. Cnegmn 3a CBOMM akKayHTOM. Ecnu Tbl Mofo3peBaelllb, YTO TBOA aHKeTa
Oblna B3/I0MaHa, TO Heob6XxoAMMO 3ab6/10KMPOBATL ee U COoOWUTb aagMUHUCTPATO-
pam pecypca 06 3TOM Kak MOXXHO CKOpee;

2. Vicnonb3yii 6e3onacHble Be6-CcaiTbl, B TOM YnCie, MHTEPHET-MarasuHoB ¥
MOUCKOBbIX CUCTEM;

3. Vcnonb3yil CnoXHble W pasHble naponn. Takum o6pasom, ecnn Tebs
B3/IOMAKOT, TO 3/I0YMbILLJIEHHUKIN MOyYaT AOCTYN TO/IbKO K OAHOMY TBOEMY Mpo-
(unto B ceTu, a He KO BCEM,;

4. Ecnu Tebsa B3noMan, TO HEOOXOAUMO NPeaynpeauTb BCEX CBOMX 3HAKO-
MbIX, KOTOpble [00aB/eHbl Y TebA B APY3bsAX, 0 TOM, YTO Tebs B3fOMaM U, BO3-
MOXXHO, OT TBOEro MMeHW OyfeT paccblnatbCA Cnam U CCbINKM Ha (ULLNHIOBbIE
canTbl;

5. YcTaHoBY HafeXHbI naponb (PIN) Ha MOGWNbHbLIN TenetoH;

6. OTK/OUM COXpPaHeHWe Napons B bpaysepe;

7. He oTKpbiBal (aitibl U Apyrve BOXEHWUS B NUCbMaXx, AaXe eci OHU
MNPULWIN OT TBOUX Apy3eil. Jlydlle YTOYHW Y HUX, OTMPaBASAAM NN OHU Tebe 3Tu
(harinbl.

Linposas penyTauus

LithpoBass penyTtaums - 370 HeraTmBHas WM MO3MTUBHaA WMHMOpPMauMs B
ceTn 0 Tebe. KomnpomeTupyrowas nHpopmMaums, pasMeLleHHas B UHTEPHETe, MO-
XKET Cepbe3HbIM 06pa3oM OTPa3UTLCA Ha TBOEW peaslbHOM XM3HW. «LindpoBas pe-
nyTauus» - 3T0 TBOM UMUK, KOTOPbLIA opmupyeTca 13 nHhopMaumm o Tebe B
VHTEpHETE.

TBOE MECTO »XXMTe/NbCTBa, Y4ebbl, TBOE (DMHAHCOBOE MOMOXEHWNE, OCOBEHHO-
CTM XapakTepa ¥ pacckasbl 0 6/IM3KMX - BCE 3TO HaKar/MBaeTCs B CETH.

MHorne noapoCTKM NIErKOMbIC/IEHHO OTHOCATCS K My6/MKauuy IMYHOW WH-
(hopmauuy B VIHTEpPHETE, HEe MOHMMAs BO3MOXHbIX MOCNeACTBUNA. Tbl AaXe He
CMOXeLb AoragaTbCca 0 TOM, YTO poTorpadms, pasmeLLeHHas 5 feT Hasag, ctana
MPUYNHOIN OTKa3a MPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBOMX qoTorpaduii n apyrve AeicTens mMoryt
He MCYe3HYTb [aXe Moc/ie Toro, Kak Tbl UX yAasuwWwb. Tbl He 3Haellb, KTO coxpa-
HUN 3Ty MHOPMAaLMIO, nonasa N OHa B MOMCKOBbIE CUCTEMbI Y COXPaHWU/IACh
OHa, a rnaBHoe: 4To MOoAyMaroT 0 Tebe OKpyXKatoLiue NHoAW, KOTOopble HalgyT u
yBUAAT 3T0. HainT MHOpMaLmMio MHOIO NIET CMYCTA CMOXKET /10601 - Kak u3 f06-
PbIX NOBYXAEHWI, TaK 1 ¢ HAMEepPeHWEM MPUYUHUTL Bped. ITO MOXET ObITb KTO



YrOAHO.

OCHOBHbIEe COBETbI MO 3aLnUTE LMGPPOBOIA penyTaumn:

1. Moaymaii, npexae Yem 4TO-TO Ny6/IMKOBATL U Nepeaasatb y cebs B 6ore
UMW B COLMAIbHOW CETY;

2. B HacTpolikax npotuns YCTaHOBM OrpaHUYeHUst Ha MPOCMOTP TBOErO
NpouNA 1 ero CoAePXXUMOro, cienai ero ToNbKo «ANs Apy3en»;

3. He pasmellain n He ykasblBaii MHDOPMALIMIO, KOTOpPasi MOXKET KOro-nn6o
OCKOpO6NATb NN 06MXKaTb.

ABTOpCKOEe Nnpaso

CoBpeMEHHbIE LLKOMIbHUKMA - aKTWMBHbIE MO0Mb30BaTENN LMDPOBOro Mpo-
cTpaHCTBa. OAHAKO AANeKO HEe BCE 3HAOT, UTO MO/b30BaHNE MHOMMMMU BO3MOXKHO-
CTAMM LM(POBOro Mupa TpebyeT CobMOAEHNA NpaB Ha WHTENNEKTYa/lbHYH CO6-
CTBEHHOCTb.

TepMUH «UHTENNeKTyaNlbHas COOCTBEHHOCTb» OTHOCUTCA K pas/iMyHbIM
TBOPEHWSM YeN0BEYECKOro yMa, HauyMHas ¢ HOBbIX W306PETEHWI U 3HaKOB, 060-
3HavaroLWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYrW, U 3aKaH4MBasi KHUramu, go-
Torpamsmmn, KWHOUIbMaMN U My3blKa/lbHbIMW NPOV3BEAEHNSMM.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTENNEKTyallbHYl COBCTBEHHOCTb Ha
NPOM3BEAEeHNS HayKW, NNTEPaTYPbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNatOT B
KayecTBe rapaHTUW TOro, YTO MHTENNEKTYa/IbHbIA/TBOPYECKUIA TPy aBTOpa He 6y-
AeT HanpacHbIM, AaCT eMy CnpaBea/IMBble BO3MOXHOCTM 3apaboTaTb Ha pe3y/bTa-
Tax CBOEro Tpyaa, NoAy4MTb M3BECTHOCTb W Mpu3HaHme. HUKTO 6e3 paspeLueHus
aBTOpa He MOXET BOCMPOM3BOANTbL €ro Npou3BeaeHne, pacnpocTpaHsTb, ny6any-
HO AEMOHCTPUPOBATb, NPOAaBaTh, MMMNOPTMPOBATb, NyCKaTb B MPOKAT, Ny6/INYHO
MCNONHATb, NOKa3bIBaTb/UCMONHATL B 3pe nnm pasmellaTts B VIHTepHeTe.

Acnonb3oBaHMe «MNMPaTCKOro» NporpaMMHOro 06ecnevyeHns MOXeT npuBse-
CTU K MHOTUM pUCKam: OT MOTEPU AaHHbIX K TBOMM akKayHTam A0 6/10KMPOBKU
TBOEro YCTPOWCTBA, [e YCTaHOBMEHA HenerasibHas nporpamma. He cTouT Takxe
3abblBaTb, UTO CYLUECTBYIOT flerasibHble M 6GecnnaTHble NporpaMMbl, KOTOPbIE
MOXHO HalTu B CETW.

O noprane

CeTeBMNYOK.p(h - TBOI FNaBHbIN COBETUMK B CETU. 3[eCh Thl MOXELLb Y3HATb
0 6e30MacHOCTM B CETU MOHSATHbIM M AOCTYMHbIM 3bIKOM, a MPU BO3HWKHOBEHWUN
KPUTUYECKOW CUTYyaUuMn 06paTUTbCA 3a COBETOM. A TakXe MPUHATb y4yacTue B
KOHKYpCaXxX 1 CTaTb CambIM LIPOBbLIM rpaxkaaHUHOM!



